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Abstract

Federated recommender systems (FedRec) have emerged as a promis-
ing approach to provide personalized recommendations while pro-
tecting user privacy. However, recent studies have demonstrated
their vulnerability to poisoning attacks, wherein malicious clients
can inject carefully crafted gradients to prompt target items to
benign users. Existing attacks typically target the full user group,
which compromises stealth and increases the risk of detection.
In contrast, real-world adversaries may prefer to target specific
user subgroup, such as promoting health supplements to older in-
dividual, to maximize attack success while preserving stealth to
evade detection. Motivated by this gap, we introduce Spattack, the
first poisoning attack designed to manipulate recommendations for
specific user subgroups in federated setting. Specifically, Spattack
adopts an approximate-and-promote paradigm, which first approx-
imate user embeddings of target/non-target subgroups and then
prompts target items to the target subgroups. We further reveal
a trade-off in achieving strong attack performance on the target
group while keeping the non-target group largely unaffected. To
achieve a better trade-off, we propose enhanced approximation and
promotion strategies. For the approximation, we push the embed-
dings of different subgroup away based on contrastive learning
and augment the target group’s relevant item set via clustering.
For the promotion, we align target and relevant item embeddings
to strengthen their semantic connections. An adaptive weighting
strategy is further proposed to balance promotion effects between
target and non-target subgroups. Experiments on three real-world
datasets demonstrate that Spattack consistently achieves strong
attack performance on the target subgroup with minimal impact on
non-target users, even when only 0.1% of users are malicious. More-
over, Spattack maintains competitive recommendation performance
and exhibits strong resilience against mainstream defenses.
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1 Introduction

Recommender systems (RS) are essential to modern online plat-
forms, supporting applications in e-commerce, social media, and
advertising [17, 19, 37, 41]. Traditional RS rely on centralized train-
ing, which aggregates large volumes of user interaction data, raising
serious privacy concerns and facing growing regulatory restrictions,
such as the GDPR [40]. Federated Recommendation (FedRec) has
emerged as a promising solution that enables decentralized model
training across user devices, avoiding directly sharing raw interac-
tion data [25, 28, 42, 45]. Typical FedRec updates user embeddings
locally and uploads only item and model gradients, minimizing
exposure of sensitive user-item interactions.

Despite these advances, recent studies have shown that FedRec
remains vulnerable to poisoning attacks [36, 48, 51], where mali-
cious clients might upload well-crafted model gradients to promote
specific target items [35, 36, 51]. Poisoning attacks have attracted
considerable attention due to their financial incentives and high
potential for disruption. As illustrated in Fig. 1, the blue dashed
line highlights traditional poisoning attacks, which are designed
to influence all benign users by crafting updates that globally pro-
mote target items (e.g., recommending health supplements to all
users). This is referred to as a full-group poisoning attack. Existing
full-group poisoning attacks fall into two categories: (1) making
target items mimic popular items [47, 50, 51] and (2) approximating
benign users and matching target items [35, 36, 49]. The former
is based on the theory of popularity bias [1, 54], where the model


https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3774904.3792552
https://doi.org/10.1145/3774904.3792552

WWW ’26, April 13-17, 2026, Dubai, United Arab Emirates.

Server

=
Recommend

=
Promote

&880 —

00
QROO —
58

oo
oK
oo

= -~ 1 2 P L =
w: &/ | .88 .L!ﬂ: | & B
Older user Younger userj Target item, Target item,

""""" | J
Y

Target¥ Malicious users
P e e e
1
. 1
Benign users\f !
[L— __ __| Full-group poisoning attack |_— __ __| Subgroup poisoning attack]

Figure 1: Illustration of traditional full-group poisoning at-
tacks on all benign users and our proposed subgroup poison-
ing attacks on specific target users.

is prone to recommend popular items. The latter aims to approx-
imate benign user embeddings such that directly modeling the
interactions between approximated users and target items.
Although full-group poisoning attacks are verified to be effec-
tive, we argue that they overlook a more practical setting where
adversaries aim to target only a specific subgroup of users, namely,
subgroup poisoning attack. As shown in Fig. 1, marketers of dietary
supplements have frequently deployed targeted promotions to older
users (interacted with medications or canes) [30]. Similarly, online
misinformation campaigns target vulnerable demographics such
as older adults to maximize persuasion and minimize scrutiny [14].
Moreover, Cambridge Analytica used Facebook to micro-target
specific voter segments during the U.S. election, aiming to influ-
ence swing voters rather than the entire electorate [31]. The goal
of a subgroup poisoning attack is to maximize its success rate on
the target subgroup while minimizing the impact on non-target
subgroup, which offers two key benefits: (1) Enhancing attack
stealthiness. Selective targeting not only avoids user groups that
are more sensitive to unexpected recommendations (e.g., younger
users [4]), but also limits disruptions to the overall recommenda-
tions, thereby reducing both user- and system-level detection risks.
(2) Improving attack effectiveness. Some users (e.g., older users)
may be more susceptible to such manipulative recommendations
and targeting these users can improve the attack effectiveness.
Given this, a natural question arises: Can existing full-group
poisoning methods be adapted to perform subgroup poisoning? To an-
swer this question, we conduct empirical studies on the real-world
datasets. Users are divided into target and non-target subgroups
based on whether they have interacted with a randomly sampled
item set. Existing attacks launch attacks based on the sampled set
and the performance is evaluated under varying malicious client
ratios, as shown in Fig. 2. As the ratio increases, both groups’ attack
performances improve (moving from the top-left to the bottom-
right), thus, no solution approaches the optimal point of a subgroup
poisoning attack (top-right). Therefore, existing attacks struggle to
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Figure 2: The trade-off dilemma of full-group poisoning at-
tacks on target and non-target groups across various mali-
cious client ratios (Left: ML-100K; Right: Steam). Some over-
lapping points are omitted for clarity, and the y-axis is set to
1-Exposure Ratio@5 (ER@5) to better visualize the trade-off.

achieve the goal of subgroup poisoning attacks and present a trade-
off dilemma. Theoretically, most modern recommender systems
typically follow similarity-based paradigms, such as collaborative
filtering, which recommends items based on shared user-item in-
teraction patterns [19, 37]. Consequently, user groups are difficult
to disentangle in the representation space due to the inevitable
interaction overlap, making a trade-off the only feasible solution.
In this paper, we investigate the challenge problem of subgroup
poisoning attacks on FedRec and propose a novel attack model
named Spattack (Subgroup poisoning attack). Spattack builds upon
an approximate—and—promo_te paradigm. It first approximates user
embeddings of the two groups based on the attacker’s interested
items, and then promotes/demotes the target items to the two sim-
ulated user groups. To achieve a better trade-off between the attack
performance of the two groups, we further propose approximation
enhancement and promotion enhancement strategies. In the ap-
proximation process, a contrastive learning-based inter-group user
embedding repulsion is designed to explicitly disentangle the repre-
sentation of the two groups. To further increase the discriminability
of the two groups, a clustering-based relevant item construction is
then proposed to incorporate more similar items into the attack’s
interested items. In the promotion process, we align the constructed
relevant items with the target items to improve the attack perfor-
mance of the target group. Meanwhile, we propose an adaptive
coeflicient tuning mechanism to automatically balance the attack
effects on the two groups during the federated training process.
Our major contributions are summarized as follows:

o To our knowledge, we are the first to explore subgroup poi-
soning attacks on FedRec, a more realistic and practical set-
ting that enhances both attack effectiveness and stealthiness.

e We propose Spattack, a novel subgroup poisoning attack for
FedRec that maintains strong attack performance on the tar-
get group with minimal effect on non-target users. Spattack
first learns discriminative group approximations to better
disentangle the two user groups in the representation space,
and then adaptively optimizes the promotion/demotion of
target items for different groups.

o Extensive experiments on three real-world recommendation
datasets demonstrate Spattack’s superior effectiveness and
stealthiness compared to existing attacks.
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2 Preliminaries

In this section, we first present the base FedRec framework. Then
we introduce the fundamental problem settings of our attack. The
summary of notations can be found in Appendix A.

2.1 Federated recommendation framework

Following [36, 51], we employ NCF [19] as the base recommender,
and adopt FCF [2] as the base FedRec framework. Nevertheless, our
attack is model-agnostic and applicable to recommender models
following collaborative filtering.

Let U and V denote the sets of benign users and items. Each
user u; owns its local training dataset 9; consisting of interactions
(ui, v}, rij), where r;; = 1 means u; has interacted with v;. V;* and
V;” denote the sets of interacted and non-interacted items for user
u;. Each use maintains private user embeddings u; locally, while
public parameters include the item embedding table V and other
recommender model parameters ©. The FedRec aims to predict
scores 7;; for v; € V;” and recommends the top-k ones with the
highest scores. In each federated training round, a selected user u;
trains public parameters and its user embedding u; based on local
data D;. The objective function is:

Lree = - Z

(uj,05,rij)€Dj

rijlogfij+(1—rij)log(1—f,~j). (1)

Meanwhile, u; is updated locally. The gradients of © and V are
uploaded to the server for aggregation and updating.

2.2 Problem settings

Let V" denote the interested item set of the attacker. We define
the target user group as follows:

DEFINITION 1 (TARGET USER GROUP). Given interested items V™",
if a user u; € U has interacted with Vou; € Vi (ie, Vit C V),
then the user is called a target user. All the target users consist of
the target user group U' C U and the remaining users consist of
the non-target user group U" = U\U".

As shown in Fig. 1, a target user group (older users) is iden-
tified if each user in this group has interacted a set of interested
items (medications and canes). Note that the attacker can arbitrarily
choose interested items solely based on public item semantics re-
lated to the target group. This flexibility allows the proposed attack
to be easily adapted for different malicious objectives. For example,
the interested items for online gambling can be easily selected as
betting apps, in-game credits, or other semantically related items.

2.2.1 Attacker’s knowledge. We strictly follow the standard set-
tings of FedRec where the attackers only possess the following
knowledge: (1) the public parameters ©, and V. at each training
step e, (2) all malicious users’ local models and uploaded gradients,
which also can be arbitrarily modified. Besides, the attack does not
allow any changes to system settings such as the learning rate.

222  Attacker’s goal. Let U denote the set of malicious users and
(Vim‘o k denote the top-K recommended items for user u;, the Ex-
posure Ratio at rank K (ER@K) of the target items V for a user
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Figure 3: The overall framework of Spattack.

subgroup U?* is defined as:
[{ui € U | o) € VY

Hui € U | (uz,05,1) ¢ Di}| @

ER@K(US) = —— Z
VI v;eV
J

We use ER@K (U*) to measure the attack performance on U°.
Thus, the goal of subgroup poisoning attack is to simultaneously
maximize the ER@K (U’) on target group U’ and minimize the
ER@K (U") on non-target group U". To evaluate the overall per-
formance on two groups, we further propose a new metric called
y-Group Exposure Ratio at rank K (y-GER@K), which is defined as:

y-GER@K = yER@K(U') + (1-y)(1 - ER@K(U")), (3)

where y € [0, 1] is the weighting parameter to balance the impor-
tance between the target and non-target groups. In practice, y can
be flexibly adjusted to accommodate different attack requirements.

3 Methodology

In this section, we detail our proposed Spattack. The overall frame-
work of Spattack is depicted in Fig. 3. We first introduce the basic
approximate-and-promote paradigm of Spattack, which first ap-
proximates user group embeddings using interested items and then
promotes or demotes target items for different groups. Next, we
present enhancement strategies for both approximation and promo-
tion to improve the attack trade-off between target and non-target
groups. We give the overall algorithm of Spattack in Appendix B.

3.1 The basic approximate-and-promote
paradigm

One research line of existing poisoning attacks is popularity ma-
nipulation [47, 50, 51], which aligns target items with popular ones
to prompt their rankings. However, this approach has fundamental
limitations in subgroup poisoning settings, as popular items tend
to be recommended indiscriminately to all users, resulting in the
same effects for target items. Another line is user approximation
[35, 36, 49], which inspires the straightforward idea that approx-
imating two user groups, rather than traditional single one, en-
ables more flexible manipulation of target items toward any desired
group. Based on this insight, we propose the basic approximate-
and-promote paradigm for subgroup poisoning attacks.

User group approximation. For a malicious client u;, we want
to synthesize two kinds of embeddings u} and u to approximate
target and non-target user groups respectively. Since the attack’s
interested items V™" are highly relevant to the target user group
(e.g., medications for the older people), we can directly utilize V"
as the user’s interacted items and form the target group training
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~t . . . .
set D;. In this way, the target user group approximation loss is
defined as:

L == ) loghy + ) log(1 = Fu)). (4)

v]eﬂ/l" utg(v

Noting that we also utilize the target item set V as negative samples
to simulate the hard users [35], which means that target items are
sampled as their negative samples.

For the non-target user group, we randomly sample an item set
V" with the same length as the interested item set V™ and ensure
they have not appeared in V™" and target items V. Similarly, the
loss function of non-target user group approximation is:

app‘ = Z log 7. (5)

vjeVn
Combining the losses of the two groups, we can obtain the overall
approximation objective:

arg gtnﬁl}z{ L;‘PP
In practice, we will approximate multiple user embeddings for each
group to stabilize the attack performance. In the approximation
process, the only trainable parameters are user embeddings u’
and u. The approximated target user embeddings are expected to
resemble benign users who interacted with the interested items,
while non-target embeddings resemble other users.
Target item promotion. After obtaining approximated user group
embeddings, the target item embeddings can be manipulated to
either approach or diverge from users in the embedding space. For
the target user group, we aim to promote the target items to them.
Thus, we can utilize target items as positive samples to train target
item embeddings and minimize the following loss function:

> log#. (7)

vjeV

:_E?PPJ +£?PP_"}_ (6)

pro_t —
ot =

For the non-target user group, we aim to demote the target items
to them. Thus, we let the target items as negative samples to train
target item embeddings. Then the loss function is:

L == " log(1 - 7). ®)
Uje(v
Combining the losses depicted in Eq. (7) and Eq. (8), the overall
promotion objective is:

arg rélgl{l:fm — LfmJ + Lfmfn]ﬂ (9)
In the promotion step, the target item embeddings V and model
parameters O are trainable, and the approximated user group em-
beddings are fixed. The gradients of V and © by optimizing Eq. (9)
are uploaded to the server for aggregation.

3.2 Target/non-target trade-off enhancement

As discussed, a trade-off dilemma exists between attack effective-
ness on target and non-target groups. As an extreme case, tradi-
tional full-group attacks do not differentiate between target and
non-target users, leading to a poor trade-off between these two
groups, as is shown in Fig. 2. Ideally, the attacker knows the exact
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items interacted with by target users, enabling accurate approx-
imation and promotion. However, this information is difficult to
infer under current defenses [26]. Therefore, we strive for a bet-
ter trade-off, i.e., maximize the attack effectiveness on the target
group while minimizing the impact on the non-target group. Thus,
based on the basic approximate-and-promote paradigm, we propose
approximation and promotion enhancement strategies.

3.2.1 Approximation enhancement. In the basic approximation, the
user groups are approximated solely based on the interested items,
resulting in an inaccurate characterization of real users. For ex-
ample, the attacker aims to attack older people and selects some
interested item about medications. However, older users may in-
teract with more than just medications, and younger users may
also interact with medications. Such item interaction entanglement
makes the basic approximation lack sufficient discriminative ca-
pacity on real target and non-target user groups. To overcome this
limitation, we propose two enhancement strategies, namely, inter-
group user embeddings repulsion and relevant items construction.
Inter-group user embeddings repulsion. To improve the dis-
criminative ability between the two user groups, we first propose
a contrastive-based method to explicitly push the two group em-
beddings far away. Concretely, for an approximated target user
embedding u} and a non-target embedding u}’, we maximize their
distances in embedding space by minimizing the following loss:

. 1
Lid’s = E[maX(O,(s — ||t - 11n||2] . (10)

where || - ||2 is the L, distance. § denotes the margin that controls
the extent to which the two embeddings are pushed apart. A larger
d encourages more discriminative representations between the two
groups. The effects of § will be discussed in the experiments. For
multiple user approximations, we compute the average L, distance
for each pair of user embeddings between the target group and the
non-target groups.

Relevant items construction. In practice, attackers lack prior
knowledge of user groups, and thus our attack must ensure flexible
selection of interested items without precise group information.
From a popularity view, choosing popular items makes target and
non-target groups less distinguishable, whereas selecting unpopu-
lar items makes it difficult to identify enough target users. From a
quantitative perspective, too many interested items may weaken
the identification of target users, while too few may result in insuf-
ficient discriminative ability. Nevertheless, attackers may prioritize
ensuring a sufficient number of target users. Given this, assuming
a small set of interested items, we aim to augment them to enhance
the discriminative ability between the two groups.

The randomly sampled items may be similar to the interested
items in Eq. (5), causing the approximated non-target users to resem-
ble the target users, thereby reducing discriminability. To address
this, we propose a clustering-based interested item augmentation
strategy, which expands the interested item set V'® by incorporat-
ing the top-k most similar items, forming a new relevant item set
V7e. In this way, Eq. (4) uses V" instead of V" as positive item
set and V" in Eq. (5) should also exclude V7.

To obtain top-k similar items, a naive approach involves comput-
ing pairwise distances between each interested item and all other
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items, resulting in a computational complexity of O(|V|?). Inspired
by [5] that averaged item embeddings can approximately retain
semantic patterns, we first compute the averaged embedding of the
interested items and evaluate the cosine similarity between each
item and this average embedding. Then we select the top-k similar
items to form V"¢, reducing the complexity to O(|V]).

By incorporating approximation enhancement, the overall ap-
proximation objective in Eq. (6) can be rewritten as:

arg min { L = L L7y Ly, (11)
ui,ug’

3.2.2  Promotion enhancement. Due to inherent item interaction
overlap, perfectly separating real target and non-target groups
during approximation is infeasible. As a consequence, conflicting
optimization issues may arise in the promotion step. Concretely,
the basic promotion step directly pulls the target group toward the
target items while pushing the non-target group away. However,
due to the entanglement of the two groups in the embedding space,
these objectives may conflict, potentially pushing the target group
away from the target items and resulting in a suboptimal solution.
To mitigate this conflict, we introduce enhancement strategies in
both learning and optimization. The learning strategy aligns target
and relevant item embeddings to strengthen their semantic connec-
tions, while the optimization strategy adaptively tunes coefficients
to balance optimization directions across groups.
Target&Relevant item embedding alignment. Motivated by
popularity manipulation-based attacks [47], which improve target
item exposure by making them resemble popular items, we pro-
pose instead to enhance their exposure to the target user group
by aligning them with relevant items. Specifically, we compute the
cosine similarity between each target-relevant item pair and aim
to maximize the average similarity across all pairs. Formally, the
loss function is defined as follows:

. 1
‘C?lm - W z;iz Z [1 B COS(Vi,Vj)]. (12)

Ve y ey

Minimizing Eq. (12) not only breaks the conflicting optimization
dynamics but also improves the attack effectiveness on the target
user group, as demonstrated in the experiments.

Adaptive coefficient tuning. From the optimization perspective,
a straightforward solution to mitigate the conflicting optimization
is assigning different weights to different groups in Eq. (9). For
example, assigning a lower weight to the non-target group steers the
optimization more toward associating target items with the target
group. However, it is challenging for the attacker to determine
appropriate weights, as they cannot validate the effectiveness of
different configurations during federated training. Moreover, items
with different frequencies exhibit varying update speeds [50], and
using a fixed weight may prevent the lower-weighted group from
effectively building associations with items.

Therefore, we propose adaptive coefficient tuning to adjust the
optimization direction. The key idea is, if the target items are ranked
as expected in a group’s recommendation list (i.e., ranked high in
the target group and low in the non-target group), then less opti-
mization effort should be paid to that group. Based on this intuition,
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the weighting coefficients can be determined by the ranking per-
formance of the target items within each group. Additionally, since
the rankings of target items may be unreliable in the early stages
of training, it is necessary to down-weight their influence during
those rounds. Taking these factors into account, we modify the
promotion loss in Eq. (9) as:

d € e

L= (DO L+ = (DL, (13)

where T is the number of global epochs and e is the current epoch.

yL and y” is the target and non-target group ranking weights re-

spectively. Specifically, y! is defined as:

Rt

Yé = t : n’

Re + R¢

where R! is the normalized average rank of target items in the

approximated target users’ recommender list and R} denotes that
of the non-target users.

By combining promotion enhancement into the basic promotion
step, the overall promotion objective in Eq. (9) can be rewritten as:

arg rgin{Lfm _ Lf)roﬁad + aL;im}, (15)
V.0

(14)

where a controls the weight of the target & relevant item embedding
alignment module.

4 Experiments

This section presents the primary experiment settings and results.
Detailed settings and more experiments refer to Appendix.

4.1 Experiment settings

Table 1: Dataset Statistics

Dataset  # Users # Items # Interactions # Avg.
ML-100K 943 1,682 100,000 106
ML-1M 6,040 3,706 1,000,209 166
Steam 3,753 5,134 114,713 31

4.1.1 Datasets. Following [36], we adopt three real-world datasets
from two domains. The MovieLens-1M (ML-1M) and MovieLens-
100K (ML-100K) [16] are user-movie interactions, and Steam-200K
(Steam) [7] is user-game interactions. The statistics of the dataset
are shown in Table 1.

4.1.2 Baselines. We consider both attack and defense methods for
FedRec as our baselines. For the attack methods, we consider Fe-
dRecAttack [36], PipAttack [51], A-hum [35], PSMU [49], PIECKUEA
[50], PIECKIPE [50] and PoisonFRS [47]. We apply established de-
fense methods NORMBOUND [39], MEDIAN [46], TRIMMEDMEAN
[46], KRUM [6], MULTIKRUM [6], BULYAN [29],and PIECK [50].

4.1.3  Evaluation and implementations. We evaluate the attack per-
formance using ER@K defined in Eq. (2) and y-GER@K defined in
Eq.(3). For the recommendation performance, we employ HR@K
and NDCG@K. The proportion of malicious users p is set to 0.1%
for ML-1M. For the smaller ML-100K and Steam datasets, p is 0.2%
to avoid having no malicious users.
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Table 2: Comparison of attack methods on attack performance (%). Best results on target and all users are highlighted in bold.

Dataset Metric Group Attack Method
PipAttack FedRecAttack A-hum PSMU PoisonFRS PIECKUEA PIECKIPE Spattack
Target 100.00 0.00 100.00  100.00 0.00 100.00 0.00 100.00
ER@5 Non-target 14.01 0.00 13.90 34.76 0.00 16.04 0.11 6.31
ML-100K All 93.00 50.00 93.05 82.62 50.00 91.98 49.95 96.85
Target 100.00 0.00 100.00  100.00 0.00 100.00 42.86 100.00
ER@10 Non-target 73.15 0.00 72.94 97.43 0.00 79.46 0.96 38.40
All 63.43 50.00 63.53 51.29 50.00 60.27 70.95 80.80
Target 100.00 0.00 100.00  100.00 10.11 100.00 0.00 100.00
ER@5 Non-target 100.00 0.00 100.00  31.96 0.02 58.38 0.00 3.82
ML-1M All 50.00 50.00 50.00 84.02 55.05 70.81 50.00 98.09
Target 100.00 0.00 100.00  100.00 32.98 100.00 0.00 100.00
ER@10 Non-target 100.00 0.00 100.00  88.12 0.07 100.00 0.00 12.28
All 50.00 50.00 50.00 55.94 66.46 50.00 50.00 93.86
Target 0.00 0.00 100.00 1.63 0.00 27.87 0.00 100.00
ER@5 Non-target 0.00 0.00 9.59 0.00 0.00 0.27 0.00 6.28
Steam All 50.00 50.00 95.21 50.82 50.00 63.80 50.00 96.86
Target 0.00 0.00 100.00 9.83 0.00 77.05 0.00 100.00
ER@10 Non-target 0.00 0.00 100.00 0.05 0.00 4.09 0.00 57.72
All 50.00 50.00 50.00 54.89 50.00 86.48 50.00 71.14
Table 3: Comparison of attack methods on average training time per round (s).
Datasets No-attack PipAttack FedRecAttack A-hum PSMU PoisonFRS PIECKUEA PIECKIPE Spattack
ML-100K 1.0 1.4 2.9 1.1 1.6 1.2 0.9 1.3 1.1
ML-1M 6.5 7.6 10.3 8.1 8.1 6.3 6.2 7.0 6.8
Steam 4.0 34 7.0 5.6 4.9 3.5 3.6 3.6 4.6
Table 4: Comparison of attack methods on recommendation performance (%).
Dataset  Metric No-attack PipAttack FedRecAttack A-hum PSMU PoisonFRS PIECKUEA PIECKIPE Spattack
ML-100K HR@10 8.484 7.953 8.378 7.847 7.741 8.378 7.741 8.378 8.170
NDCG@10 3.857 3.702 3.825 3.665 3.578 3.825 3.627 3.825 3.770
ML-1M HR@10 7.831 7.152 7.815 7.152 7.620 7.798 7.150 7.798 7.848
NDCG@10 4.097 3.374 4.098 3.464 4.007 4.092 3.732 4.089 4.100
Steam HR@10 7.967 7.780 7.967 6.395 7.914 7.967 7.967 7.967 7.860
NDCG@10 3.593 3.584 3.642 3.150 3.624 3.641 3.639 3.641 3.541

4.2 Attack effectiveness

We evaluate the effectiveness of Spattack in terms of performance
and efficiency, compared to existing attack methods.

4.2.1 Attack performance against existing attack methods. We eval-
uate the attack performance on different user groups under ER@5
and ER@10, and utilize 0.5-GER@K to evaluate the overall perfor-
mance (All). From Table 2 we observe: (1) Traditional full-group
attacks have a poor attack trade-off between two groups. They
generally exhibit a low 0.5-GER@XK, particularly when k = 10, in-
dicating a lack of discrimination between the two groups. Noting
that several attacks (e.g., PIECKUEA) achieve a higher 0.5-GER@K,
but their limited effectiveness on the target group fails to satisfy
real-world demands. (2) Spattack achieves consistently superior
results on target groups, obtaining a 100% ER@K across datasets,

even under low malicious ratios (0.1%). In contrast, several baselines
are entirely ineffective on the target group (ER@K= 0). This superi-
ority mainly comes from our enhancement modules, as detailed in
the ablation study. (3) Spattack presents a better trade-off between
the two groups. It maintains high performance on the target group
while significantly reducing the impact on the non-target group,
better aligning with practical attack objectives.

4.2.2  Attack efficiency against existing attack methods. We conduct
30 rounds of training for all the baselines and report the average
time per training round. The results are depicted in Table 3. Com-
pared to vanilla FedRec (No-attack), Spattack introduces only a
marginal overhead. Moreover, it achieves comparable or superior
efficiency to other baselines. It is also observed that approximation-
based methods (e.g., FedRecAttack and PSMU) require more training
time than popularity-based methods, as approximating embeddings
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Table 5: Comparison of Spattack against typical defense methods (%).

Dataset  Metric Group Defense Method
Norm Median Trimmedmean Krum MultiKrum Bulyan PIECK No-defense
ER@5 Target 100.00 0.00 85.71 76.50 100.00 100.00 42.86 100.00
Non-target  16.58 0.00 5.13 0.93 6.84 6.84 1.07 6.31
Target 100.00 0.00 100.00 100.00 100.00 100.00 71.43 100.00
ML-100K  ER@10 Non-target  80.53 0.00 31.02 20.10 40.43 40.43 6.31 38.40
HR@10 All 7.85 6.89 8.17 8.06 8.06 8.06 7.74 8.17
NDCG@10 All 3.66 3.18 3.76 3.75 3.74 3.74 3.42 3.77
ER@5 Target 60.44 0.00 100.00 100.00 89.74 76.92 61.54 100.00
Non-target 1.38 0.00 6.03 9.57 2.60 3.16 1.25 3.82
Target 87.91 0.00 100.00 100.00 100.00 91.21 100.00 100.00
ML-IM ER@10 Non-target 5.50 0.00 16.00 24.5 8.35 10.93 4.42 12.28
HR@10 All 7.78 6.85 7.80 7.50 7.81 7.76 6.92 7.85
NDCG@10 All 4.08 3.11 4.09 3.95 4.08 4.06 3.20 4.10
ER@5 Target 32.79 100.00 100.00 100.00 10.00 91.21 50.82 100.00
Non-target 0.73 41.82 6.34 49.65 3.93 6.20 3.63 6.28
Target 100.00  100.00 100.00 100.00 100.00 100.00  100.00 100.00
Steam ER@10 Non-target  10.97 100.00 58.53 100.00 29.71 100.00 25.19 57.72
HR@10 All 6.50 6.21 7.43 6.95 7.78 7.70 7.62 7.86
NDCG@10 All 3.47 2.47 3.48 3.29 3.58 3.56 3.53 3.54
Table 6: Ablation study of Spattack (%).
Dataset Metric Group — Variations of Spattack
origin —e —appr_e —promp_e —appr_el —appr_e2 —promp_el —promp_e2
ER@5 Target 100.00 0.00 28.21 30.77 28.21 100.00 100.00 28.21
Non-target 3.82 0.00 0.07 0.17 0.05 4.82 5.58 0.08
Target 100.00 0.00 71.79 79.49 66.67 100.00 100.00 79.49
ML-IM  ER@10 Non-target 12.28  0.00 0.80 1.22 0.52 14.07 15.10 1.00
HR@10 All 7.85 7.85 7.88 7.85 7.85 7.85 7.85 7.85
NDCG@10 Al 4.10 4.11 4.12 4.11 4.10 4.10 4.10 4.11
ER@5 Target 100.00  0.00 100.00 0.00 19.67 100.00 83.61 0.00
Non-target 6.28 0.00 9.59 0.00 0.08 8.15 4.98 0.00
Target 100.00 0.00 100.00 0.00 59.02 100.00 100.00 0.00
Steam  ER@10 Non-target 57.72  0.00  100.00 0.00 2.63 78.39 41.25 0.00
HR@10 All 7.86 7.78 6.37 7.97 8.01 6.37 7.78 7.91
NDCG@10 All 3.54 3.58 3.14 3.64 3.59 3.15 3.58 3.62

demands more local training rounds than directly aligning them.
In contrast, Spattack significantly reduces training time by the pro-
posed approximation enhancement. Overall, Spattack is practical
and scalable for real-world deployment.

4.3 Attack stealthiness

We evaluate the stealthiness of Spattack by two ways [36]: (1) rec-
ommendation performance under the attack, and (2) attack perfor-
mance against defense methods.

4.3.1 Recommendation performance. A significant degradation in
recommendation performance can make the attack easily detectable
by the server. Therefore, preserving recommendation performance
is crucial for attack stealthiness. As shown in Table 4, all baselines
suffer from either failing in attack effectiveness (e.g., PoisonFRS)
or severely harming recommendation performance (e.g., PSMU),

revealing a trade-off dilemma. In contrast, Spattack avoids this trade-
off by focusing the attack on the target group while minimizing
effects on others. As a result, Spattack still achieves competitive
recommendation results on both datasets, and even achieves the
best results on ML-1M, indicating the stealthiness of our attack.

4.3.2  Attack performance against existing defense methods. From
Table 5, we can observe that Spattack demonstrates strong effec-
tiveness, indicating that its gradients resemble benign ones rather
than outliers, confirming its stealthiness. MEDIAN applies median
aggregation, filtering out most updates and thereby weakening our
attack. MEDIAN’s effect is amplified on denser datasets (ML-1M and
ML-100K) and at very small malicious ratios where benign updates
dominate. However, as the ratio increases (> 1%), MEDIAN becomes
ineffective. Moreover, MEDIAN noticeably degrade recommenda-
tion performance, as it discards most updates, making it impractical
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Figure 4: Effects of key parameters in Spattack (%).

for real-world deployment. Thus, our attack remains effective and
stealthy in practice. Inspired by this observation, a potential mit-
igation strategy is to preserve the median update and selectively
incorporate a few nearby updates, achieving a better trade-off be-
tween robustness and recommendation performance. Interestingly,
some defenses, such as Bulyan, even amplify the attack’s effect, as
their indiscriminate gradient filtering and normalization weaken
sparse benign updates, making malicious gradients dominate [50].

4.4 Ablation study

To evaluate the effects of key modules in Spattack, we design eight
variations from five aspects: (1) The original Spattack (origin). (2)
Removing all enhancements (—e). (3) Removing approximation
enhancement (—appr_e). (4) Removing promotion enhancement
(—promp_e). (5) Removing each sub-module of enhancement, in-
cluding inter-group user embedding repulsion (—appr_el), rele-
vant items construction (—appr_e2), target & relevant item em-
bedding alignment (—promp_e1), and adaptive coefficient tuning
(—promp_e2). From Table 6, we draw the following conclusions.

(1) The basic approximate-and-promotion (—e) fails to achieve
subgroup poisoning, results in complete ineffectiveness across all
user groups. As discussed, the basic version lacks discriminative
ability between the two groups, and also may cause conflicting
optimization.

(2) appr_e improves the separation of target and non-target
user groups. On ML-1M, removing it suffers significant attack per-
formance decay on all groups, while on Steam, the performance
improves. Without enhancement, entangled embeddings push both
groups in the same direction and resulting in a poor trade-off. We
also observe degraded recommendation performance on Steam,
showing that it also harms model training.

(3) promp_e can steer the optimization of target items toward
the desired direction. A dramatic drop in attack performance after
removing the enhancement indicates that, without a reliable way
to evaluate the approximated users, the basic promotion of target
items may be misdirected. Noting that the recommendation perfor-
mance slightly improves, as the optimization will focus more on
the recommendation model.
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(4) Each sub-module contributes to a distinct aspect of the en-
hancement. appr_el improves attacks by directly pushing the two
groups apart, thus may harm recommendations. appr_e2 further
clusters items to separate the groups semantically, reducing the neg-
ative impact. promp_e1 aligns the target items with relevant items
to guide the optimization. promp_e2 further adaptively adjusts the
direction, significantly improving the attack performance.

4.5 Parameter analysis

We analyze the key hyperparameters in Spattack on ML-1M, in-
cluding the malicious client ratio p, contrastive margin § in Eq. (10),
similarity coefficient « in Eq. (15), and k in top-k most similar items
in relevant items construction. The results are shown in Fig. 4.

(1) Malicious user ratios p. From Fig. 4(a), we observe that
increasing the malicious client ratio p leads to stable attack per-
formance on the target user group and a slight increase in the
non-target group, while the recommendation performance remains
unaffected, which demonstrates the strong robustness of Spattack.

(2) Contrastive margin 5. As shown in Fig. 4(b), increasing
¢ initially improves attack performance on the target group, but
excessive values lead to a slight decline. A small § fails to suffi-
ciently separate the two groups, while a large one may distort their
semantic structure, harming performance.

(3) Similarity coefficient a. As shown in Fig. 4(c), both attack
and recommendation performance are stable when increasing a.
Thus, « can be set arbitrarily as long as a > 0. This flexibility is
valuable in practice, as tuning hyperparameters is often challenging
for attackers.

(4) k in relevant items construction. In Fig. 4(d), the attack
performance first decreases slightly and then increases. A small k
includes many items similar to the interested ones in the non-target
approximation, while a large k introduces dissimilar items into the
target group approximation. Both reduce the distinction between
groups, leading to an undesired performance increase.

5 Conclusion

In this paper, we present Spattack, the first poisoning attack that
targets user subgroups in federated recommender systems. Follow-
ing an approximate-and-promote paradigm, Spattack first separates
target and non-target groups through contrastive repulsion and
clustering-based item expansion, then aligns target and interested
item embeddings while adaptively tuning the optimization weights
across subgroups. In this way, a better trade-off between attack
effectiveness against different user groups is achieved. Extensive
experiments demonstrate that Spattack exhibits superior effective-
ness and stealthiness.
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A Notations

Table 7 summarizes the frequently-used notations in our paper.

Table 7: Summary of notations.

Notation Explanation
D; the private dataset for user (client) u;
U, '17 the benign user set and malicious use set
ut, ur the target user set and non-target use set

vV the item set

\' the item embedding table

<) the parameter of recommendation model
4% the target items

\ the target item embeddings table

pyre the relevant item set
in the interested item set
u " the approximated target/non-target user group embedding
Tij, Fij the true rating and predicted rating of use u; to item v;
the margin of contrastive-based distance
a the weight coefficient of alignment loss
T the number of global epochs

B Overall algorithm

The overall algorithm of Spattack is presented in Algorithm 1. In
each communication round e, the clients first receive the item em-
beddings V, and global models ©, from the server. Then, each ma-
licious client locally performs approximation and promotion steps.
At the approximation step, the client first constructs a relevant
item set and then optimizes approximated user group embeddings
u; and u? using Eq. (11). At the promotion step, each client first
calculates the ranks of target items based on V. and ©,, then ob-
tains the gradients VO, and vV, by optimizing Eq. (15). Finally,
the gradients are uploaded to the server for aggregation.

C Related work

C.1 Recommender Systems

Recommender systems have been extensively studied as a funda-
mental technique for modeling user preferences and delivering
personalized recommendations [3, 32, 34, 41]. Traditional collab-
orative filtering methods [9, 55] rely on the explicit feedback, i.e.,
user-item ratings, and usually decompose the feedback into user
embeddings and item embeddings by matrix factorization [21, 34].
With the development of deep learning, neural models such as
NCF [19] have been proposed to replace the linear interaction as-
sumption of traditional matrix factorization with nonlinear neural
architectures, enabling more expressive modeling of user—item
relationships. However, these models often struggle to capture
higher-order user—item relationships. To address this limitation,
GNN-based methods model user-item interactions as a bipartite
graph and propagate embedding information along its structure,
effectively learning more expressive representations. For example,
NGCF [41] introduces explicit message passing to model collabora-
tive signals between users and items, while LightGCN [18] simpli-
fies this process by removing nonlinear transformations to improve
efficiency without sacrificing performance.
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Algorithm 1 Spattack

Input: global epoch T, local epoch L, interested item set V", be-
nign and malicious client sets U, ’L~(

Output: server model Vr, Or

1: Server initializes model parameters V, and ©,

2: for eachrounde =0,...,T —1do _

3 Server distributes V. and O, to u e UUU.

4 for u; € U in parallel do

5: // execute on client sides

6 ul,u! « ApproxIiMATION(V,, ©,)

7 V‘7i,e, VO;. — PromoTION(U!, U7, V,, O, €)

8 end for

9: // execute on central server

10: Receive client gradients {VV;,, VO; .}

11: Vei1, Ocy1 < aggregation gradients

12: end for

13: function APPROXIMATION(V, ©)

14: Construct relevant item set V"¢ using V and V™"

15: Initialize user group embeddings ) and u}

16: for local round j =0,...,L — 1do

uiG'L7U'll

17: uj,,, U}, < update embeddings by optimizing Eq. (11)
18: end for

=t =n
19: return up, up

20: end function

21: function PromoTION(W, U", V, O, €)

22: Calculate weights yZ, y” in Eq. (14) using u’, u", V, and ©
VV, VO « obtain model gradients by optimizing Eq. (15)

23: return VV, Ve

24: end function

C.2 Attacks against Recommender Systems

With the widespread adoption of recommender systems across var-
ious application domains, concerns regarding their security and
robustness have received increasing attention [11, 22, 23, 38, 44, 52].
Many works have demonstrated that recommender systems are
susceptible to data poisoning attacks, which inject fake users with
fabricated interactions to either promote target items (targeted at-
tacks [10, 53]) or degrade overall recommendation performance
(untargeted attacks [36, 51]). Targeted attack is typically more
stealthy and harmful in practice, as it may go unnoticed while
subtly biasing user experience. Several studies have proposed data
poisoning techniques targeting different classes of recommender
systems [13, 20, 22]. However, these approaches generally exhibit
limited effectiveness and require strong assumptions regarding the
attacker’s prior knowledge. Specifically, works such as [13, 22]
assume that the attacker has access to the complete historical in-
teraction data, while [12] requires access to a substantial portion
of the interaction matrix. These assumptions are often unrealistic
in practical deployment settings, where user interaction data is
typically sparse, distributed, or privacy-protected.

C.3 Federated recommendation

Traditional recommendations hold a basic assumption that user
interaction data can be collected centrally, which facilitates central-
ized model training [19, 41]. In reality, such setting largely violates
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the user privacy and even may be infeasible. To tackle this chal-
lenge, federated recommendation (FedRec) has emerged in recent
years due to the property of collaborative training model without
exposing user data [2, 33, 43]. Typically, each client trains the local
model utilizing private user interaction data and only uploads the
shared global model updates (e.g., item embeddings) to the server
for aggregation, thus protecting privacy.

A spectrum of FedRec methods has been proposed to maintain
recommendation performance while protecting user privacy [2, 8,
24, 25, 27, 42]. As a first work of FedRec based on the collaborative
filter, FCF [2] updates the user embeddings locally and uploads
the gradients of item embeddings to the server for aggregation.
FedMF [8] further proves that only uploading item embedding
gradients can also leak privacy, and thus encrypts the gradients
with homomorphic encryption. To protect user interactions, FedRec
[25] proposes to upload gradients of randomly sampled items, and
FedRec++ [24] further utilizes denoising clients to eliminate the
noise. Subsequently, some works utilize the graph to model the
relation between users and items and apply GNNs to the FedRec [27,
42], which achieves better recommendation results at the expense
of computational efficiency and privacy guarantees.

C.4 Attacks against federated recommendation

Most centralized attacks rely on shared user interactions, which are
not applicable to FedRec, as only gradients or model parameters
can be shared. Nevertheless, recent studies have shown that FedRec
remains vulnerable to gradient poisoning attacks, where attack-
ers can upload malicious gradients to corrupt the model [36, 51].
Several targeted gradient poisoning attacks have been proposed to
promote the exposure of target items in FedRec [15, 35, 36, 47, 49—
51]. Among them, one line is based on the idea of promoting target
items similar to popular items, the core of which is to find the
popular items. To achieve this, PipAttack [51] assumes that each
item’s popularity can be directly accessed by attackers, then the
target item can be fed into a pretrained popularity classifier to
maximize popularity. PoisonFRS [47] removes this prior knowledge
by assuming that the average of all item embeddings is unpopular,
and uses the distance to the averaged embedding as an indicator of
item popularity. PIECK [50] further proposes to utilize the conver-
gence speed and magnitude of gradients to identify popular items.
Another line focuses on approximating benign users’ embeddings
and then promoting the target items to them. FedRecAttack [36]
leverages some public interactions to approximate user embed-
dings. To eliminate the requirement for public interactions, A-hum
[35] and PSMU [49] approximate user embeddings through ran-
dom initialization or randomly selected interaction items. Unlike
existing attacks that promote target items to all users, this work
focuses on targeting a specific user subgroup, which better aligns
with real-world scenarios, reduces the impact on recommendation
performance, and enhances attack stealth.

D Detailed experiment settings
D.1 Baselines

The brief introductions of the baselines are as follows.
FedRecAttack [36]. It uses public data to estimate benign users and
optimizes objectives that increases the targeted item’s popularity.
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PipAttack [51]. It leverages item popularity to build a popularity
estimator and generates model updates pushing the target item
toward higher popularity.

A-hum [35]. It randomly initializes embeddings for malicious users
and enhances the attack by mining hard-to-influence users.
PSMU [49]. It synthesizes per-round local data for fake users, uses
their features to measure item popularity.

PIECKIPE [50]. It promotes target items by aligning their embed-
dings with those of mined popular items using a similarity loss.
PIECKUEA [50]. It approximates user embeddings with popular
item embeddings to directly raise target item scores, achieving
stronger performance than PIECKIPE.

PoisonFRS [47]. It uses item embeddings to build a scaled target
embedding from estimated popular items and repeatedly uploads
crafted updates with filler interactions to promote target items.
NORMBOUND [39]. The L, norm of each user’s uploaded gradient
is restricted by a predefined threshold.

MEDIAN [46]. The median value of the received gradients is com-
puted for each dimension.

TRIMMEDMEAN [46]. The p largest and smallest values in each
dimension are removed, the remains are averaged.

KRUM [6]. Among all gradients, the one with the smallest squared
Euclidean distance to the others is selected.

MULTIKRUM [6]. The 2p least similar gradients identified by
KRUM are iteratively removed, the remains are averaged.
BULYAN [29]. Gradients are first selected by MuLTIKRUM and then
aggregated using TRIMMEDMEAN.

PIECK [50]. It is designed for FedRecs, introducing regularizations
to confuse popular and unpopular items and separate user and
popular items to reduce popularity bias.

D.2 Implementation Details

We convert all the datasets into implicit data and use leave-one-out
to split training and test sets. To select interested items, To select
interested items, we avoid low-occurrence-frequency items to en-
sure a sufficient number of target users. Specifically, we compute
the frequency of all items and randomly sample m items with fre-
quencies in the range [0.2,1] as interested items. We set m = 10 for
ML-100K and ML-1M, and m = 5 for Steam to maintain an appropri-
ate number of interested items. The number of approximate users
in each group is 10. For all baselines, the dimension of user and
item embedding is 8. The batch size is 256, and the learning rate
is 0.001. The number of global epochs is 30 to ensure convergence.
The ratio of positive to negative samples for each user is 1:1. Unless
otherwise specified, we adopt a two-layer MLP with a hidden size
of 8 as the recommendation model. Following [36], all the results
are evaluated at the last training epoch.

E More Experimental Results

E.1 Performance under different y in y-GER@5

In our proposed metric y-GER@5, the parameter y € [0, 1] can
be adjusted to accommodate different practical requirements. A
smaller y places greater emphasis on attack stealthiness on the
non-targeted group, while a larger one focuses more on attack
performance on the targeted group. To evaluate the effectiveness
of Spattack under different requirements, we vary y and compare
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Table 8: Comparison of attack methods under different y (y-GER@5) (%). Best results are highlight in bold.

y PipAttack FedRecAttack A-hum PSMU PoisonFRS PIECKUEA PIECKIPE Spattack
0 85.99 100.00 86.10 65.24 100.00 83.96 99.89 93.69
0.3 90.19 70.00 90.27 75.67 70.00 88.77 69.92 95.58
0.5 93.00 50.00 93.05 82.62 50.00 91.98 49.95 96.85
0.7 95.797 30.00 95.83 89.57 30.00 95.19 29.97 98.11
1 100.00 0.00 100.00  100.00 0.00 100.00 0.00 100.00
Table 9: Effects of different number of interested items (%). R Y 0.08 ™ P—
A Target users A Targetusers
Non-target users A “A Non-tafget users
# Interested items (# target users) 5(30) 10(7) 15(2) > e PR AL
~ 0.03 A PY A ~ 0.02 °
ER@5 100.00 100.00 100.00 E S g A
5 A g A °
Attack Target ER@10 100.00  100.00 100.00 g o L4 B A P8
Nom-targer  ER@5 1023 631 574 S 004 8 903 °© 8
& Er@10 4721 3840 3170 N o
A
HR@10 8.17 8.17 8.16 A
Rec All NDCG@10 3.77 3.77 3.72 01909 -0.02 0.04 o1r % -0.04 0.12 0.27
Component 1 Component 1
(1) Epoch 1 (2) Epoch 10
0.09 0.12
Table 10: Comparison of attack methods on GNN-based Fe- A4 o QA o
dRecs (%). Best results on all users are highlight in bold. A f A ot sers R v ) G ot vsers
~ 0.02 A + ~ 0.05 A
g ®, H
Group Metric A-hum PIECKUEA Spattack °§ A .m& : % % 8 :
Tarset ER@5 100.00 100.00 95.32 ; E h ® e
arge ER@10 100.00 100.00 100.00 004 o o0 ‘.
ER@5 30.91 25.17 6.89
; °
Attack Nontarget  pp a1 89.23 81.56 41,56
0.5-GER@5 84.55 87.42 94.22 0.11 -0.10
All 0.21 -0.05 0.11 0.27 0.22 -0.06 0.10 0.26
O.S-GER@IO 55.39 59.22 79.22 Component 1 Component 1
HR@10 799 7 89 708 (3) Epoch 20 (4) Epoch 30
Rec All @ ' ’ '
NDCG@10 3.56 3.58 3.55

the results with the baselines on the ML-100K dataset. As shown in
Table 8, Spattack achieves relatively stable results across various
¥> which enables Spattack to satisfy diverse practical requirements
under different application scenarios.

E.2 Performance under different number of
interested items

In practice, the attack may choose different number of interested
items to identify the target user groups. To show the effects, We
randomly sample different numbers of interested items and conduct
experiments on the ML-100K dataset. Table 9 shows that increasing
the number of interested items reduces the attack performance
on the non-target group, while the target group performance and
recommendation quality remain stable. According to the definition
of the target user group, a larger number of interested items results
in a smaller target group and consequently a larger non-target
group, which may dilute the attack effect on the latter. Moreover,
increasing the number of interested items allows for more precise
identification of target users. Overall, Our attack remains robust
across different numbers of interested items, enabling attackers to
flexibly choose the quantity in practical scenarios.

Figure 5: Visualization of embeddings during training,.
E.3 Performance on GNN-based FedRecs

To evaluate the effectiveness of Spattack on other FedRec architec-
tures, we adopt the typical GNN-based FedRec framework [42] and
conduct experiments on the ML-100K dataset. We compare Spattack
with two baselines A-hum [35] and PIECKUSE [50], which repre-
sent typical approximation-based and popularity-based methods
respectively. As shown in Table 10, Spattack consistently outper-
forms both baselines on 0.5-GER@5 and 0.5-GER@10, and achieves
comparable recommendation results, demonstrating its adaptability
across different FedRec architectures.

E.4 Visualization

To provide a clearer understanding of the underlying mechanism of
Spattack, we visualize the embeddings from 1, 10, 20, and 30 epochs
on Steam using t-SNE, as shown in Fig. 5. Initially, the user em-
beddings of the two groups are highly entangled. The embeddings
gradually diverge due to the inter-group user embeddings repulsion.
The clustering strategy ensures that relevant items stay close in
each round, while the target-relevant item alignment further pulls
target items toward them. During training, adaptive coefficient
tuning guides the optimization to better balance the two groups,
gradually pulling target items closer to the target user group.
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